
Digital investigators need access to specialized tools and extensions to enhance their research capabilities. 
Finding trusted, compatible solutions that work seamlessly within secure investigation platforms has 
historically required extensive vetting, testing, and integration work. Organizations struggle to discover, 
evaluate, and deploy the right combination of tools while maintaining security and tradecraft standards.

Silo Marketplace is a curated in-app platform accessible directly within Silo Workspace, offering both 
Authentic8-created solutions and approved third-party integrations. It provides investigators with a 
centralized hub to discover, evaluate, and deploy browser extensions, web applications, and native 
applications that enhance investigation capabilities while maintaining Silo's security and anonymity benefits.

Platform Details:
● Accessible only within Silo Workspace (in-app experience)
● Policy-controlled at organization level 
● Activity captured within standard Silo logs (no separate marketplace log type)

What’s Included

● Authentic8-created solutions — Free browser extensions including Silo Citation, Silo Fang, Silo 
Referrer, Silo Screen Recorder, Note Sidebar, OCR Image Reader, Print Edit WE, and Social Search

● Trusted partner web applications — Premium solutions from Fivecast, Seerist, Overwatch Data, 
Samdesk, Wirescreen, ShadowDragon, DarkOwl, and more

Search/find solution/API integrations
● API integrations — Native application connections
● Curated catalog — All solutions reviewed and approved by Authentic8 for compatibility and relevance
● Organized by type — Browse Extensions, Web Applications, or Native Applications
● Tag-based discovery — Filter by use case including OSINT, Threat Intelligence, Dark Web, SOCMINT, 

Data Leaks, and more
● Search and filter — Quickly find solutions matching your investigation needs
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The Benefits

For Analysts

● One-stop shop — Discover all critical Silo extensions and integrations in one place
● Trusted solutions — Every app verified  by Authentic8 for compatibility and security
● Enhanced capabilities — Access specialized tools for threat intelligence, OSINT, fraud investigation, 

and more
● Seamless integration — All solutions work directly within Silo Workspace
● Security maintained — Extensions inherit Silo's isolation, attribution, and anonymity protections

For Administrators

● Centralized discovery — Help analysts find approved tools without shadow IT risk
● Access controls — Access to marketplace can be found in the Admin Console
● Visibility — Understand what solutions teams are using
● Reduced vetting burden — Leverage Authentic8's curation instead of evaluating every tool 

individually
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Available Solutions

Made by Authentic8 (Free Browser Extensions)
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Solution Purpose

Silo Citation Source attribution and evidence documentation using icz206 
standard

Silo Fang URL de-fanging for safe sharing of malicious links

Silo Referer HTTP referer spoofing for controlled attribution

Silo Screen Recorder Browser session recording for compliance and training



Partner Solutions (Pricing Varies)
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Solution Category Purpose

Fivecast ONYX OSINT Social media and multi-source searching

Seerist Threat Intelligence AI-driven threat intelligence and risk 
forecasting

Overwatch Data Threat Intelligence Fraud and cyber threat intelligence

Wirescreen Threat Intelligence Digital risk and threat monitoring

DarkOwl Dark Web Dark web monitoring and intelligence

Fivecast Matrix OSINT Multi-source intelligence gathering and 
analysis

ShadowDragon OSINT Automates data collection, link analysis, 
and monitoring across social media, dark 
web, and 200+ public sources

Liferaft OSINT Turn open-source signals into credible, 
actionable intelligence to protect people 
and operations.

Samdesk Threat Intelligence Real-time Crisis alerting - AI-powered 
platform that helps security teams detect 
emerging risks, verify critical events, and 
understand what matters so they can 
make confident decisions in real time.



How It Works

Discovery

Access Silo Marketplace from within Silo Workspace. Browse by type Extensions, Web Applications, Native 
Applications), filter by category tags OSINT, Threat Intelligence, Dark Web, SOCMINT, etc.), search for 
specific solutions, or explore featured offerings.

Evaluation

Review solution descriptions, features, pricing, security details, and compatibility information. All solutions are 
approved by Authentic8 for compatibility and relevance to digital investigation use cases.

Submission (Partners)

Organizations and partners can submit solutions via standardized onboarding form. Authentic8 reviews all 
submissions, produces partner page materials, and returns marketplace URL for partner promotion.

Tags and Categories (Regularly updated)

● No Sign Up Required — Solutions available without registration
● Free — No-cost solutions
● Made by Authentic8 — First-party extensions
● Partners — Trusted third-party integrations
● OSINT — Open-source intelligence tools
● Threat Intelligence — Cyber threat and risk analysis
● Big Event Intelligence — Event monitoring and analysis
● SOCMINT — Social media intelligence
● Dark Web — Dark web research and monitoring
● Data Leaks — Compromised data investigation
● Anti-Fraud — Fraud detection and investigation
● Publicly Available Information PAI — PAI collection and analysis
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Pricing

● Marketplace access — Free
● Authentic8 solutions — Free
● Partner solutions — Pricing varies by vendor (contact request)

Admin Controls

Organization-Level Policy Control:
● User activity in marketplace captured within standard Silo logs (no separate marketplace log type)

Learn More

Access Silo Marketplace: Directly within Silo Workspace or preview at [insert marketplace link]

For Partners:
Silo Marketplace offers access to tens of thousands of monthly active users across hundreds of thousands of 
monthly unique sessions — highly targeted government and commercial investigators. Multiple partnership 
models available including referral, contract consolidation, and marketplace transactions.

Contact Us:
1 8776596535
www.authentic8.com
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